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IoT Predictions 2020
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2015

10	billion
20	billion

Cisco	2011

Gartner	2017



Connected devices installed base worldwide from 2015 
to 2025 (in billions)

November 27, 2017 3

Source:	Statistica.com



IoT takes people out of the loop
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Messages we (unintentionally) send
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Would	you	like	to	
download	my	
contacts	via	
Bluetooth?



Messages we (unintentionally) send
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https://imgs.xkcd.com/comics/listening.png



Identity redefined
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Trust	
me!

And	
me!

Me,	
too!

Me,	
three!



More devices worsens identity confusion 
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Image	credit:	
https://entrepreneurshiptalk.files.wordpress.com/201
4/01/screen-shot-2014-02-04-at-10-51-33-am.png



A galaxy of semi-interoperable microprotocol implementations…
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Consider: Are these two TCP state diagrams compatible?
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Image	credit:	https://www.tcpipguide.com	 Image	credit:	https://bluehawk.monmouth.edu
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Security varied and optional
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“Due	to	the	variety	of	applications	targeted	by	IEEE	
802.15.4,	the	processes	of	authentication	and	key	

exchange	are	not	defined	in	the	standard.”	
6LoWPAN	Security	Analysis	(emphasis	mine)

Internet	Providers
Data	Vendors

Certification	Authorities
Merchants

Storage	Providers



Security varied and optional
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“In	response	to	cost	and	power	consumption	considerations,	these	devices	will	
typically	implement	the	minimum	set	of	features	necessary.”	RFC	7428



Shattered

PIECES	OF	
OUR	DIGITAL	

LIVES

(in)Security: Who chooses which level of 
security to implement?
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Our	lives	have	
become	a	digital	
patchwork	of	
products	and	

services



Privacy: A social landscape
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Security:
Cyber crime: Money
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Security:
Cyber crime: Money
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Security:
Cyber crime: Property
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Vulnerabilities in the AmosConnect
communication shipboard platform, 2017

Unsecured security cameras with 
default passwords, ongoing

Jeep hack by Miller and Valasek, 2015 Tuxedo Touch home security 
authentication vulnerability, 2015



Security:
Medical Devices
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And the beat goes on…
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Security:
Cyber warfare
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So what do we do now?

https://xkcd.com/525/



Research Challenges:
Scientific and Technical
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New	mathematics:
Bandwidth

Ed
ge
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Identity	vs.	Anonymity	vs.	Pseudonymity

Closed-form	security	and	
privacy	expressions

Service

service

Service

Service

Service

Service

Composition	of	services

Formal	methods:



Research Challenges: 
Social and Legal
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Conclusion: 
Which would you prefer to build?
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Which would you prefer to be remembered for?
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Thank you!
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Some quotes
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"We build our computer (systems) the way we build our cities: over time, without a plan, on top of 
ruins." - Ellen Ullman
'Interconnectedness makes big programs eventually crumble under their own weight.' -- Simon 
Peyton Jones
"A primary cause of complexity is that software vendors uncritically adopt almost any feature that 
users want."- Niklaus Wirth


